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5 MAR 1964 
MEMORANDUM FOR: D/DCI/NIPE 
ATTENTION, =: [id 
THROUGH : Deputy Director for Supgort 
SUBJECT : Office of Security Reactions to Recommendations 


No. 4, No. 6, No. 8 No. 3, No. 10, No. 12, 
No. 13 and No. 21 of FIAB Report Inspired by 
the Dunlap Cas3e. 


REFERENCE : Memorandum to Chairman, USIB from Mr. 
McGeorge Bundy, Dated 8 February 1964; 
Subject: Measures for Strengthening the 
Counterintellizgence Posture of the United States. 


1. This memorandum is for your information and contains Office of 
Security suggestions regarding eight of the Recommendations contained in 
referenced document. 


2. It is understood here that the CI Staff will be responsible for the 
preparation of the suggested response by the DCI to Recommendation No. 11. 
It is further understood that the DDP, in coordination with appropriste elemeni s 
of the State Department, will prepare coordinated responses to Rec¢emmenda- 
tions No. 14, No. 15, No. 16 and No. 17, Finally, it should be noted that the 
necessary coordination regarding Recommendation No. 7 is currently underwa, 
and the Department of Defense will prepare a response on this Recoramendatia» 
only after coordination with the Agency, specifically the Office of Security. 


Recommendation No. 4: That, within each sensitive 
agency where the practice is not now being followed: 
(a) strict personnel security standards, including 
standards of personal conduct, be applied to all 
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personnel havieg access & sensitive information 

or sensitive operation: ; (b) that these standards 

be applied equally to civilian and eetittary personnel 
regardiass of vank; and (c) that serious questions of 
doubt cencerning personnel having such access be 
resolved in favor of the national security. 


Concur. It should be the gon! af the intelligeace commegnity to ¢stab- 
lish standardised and strict personnel security criteria for all perse:nel, 
tnilitary and civilian, participating in intelligence activities. All personnel 
having access to sensitive information oz sensitive operations ahoulé met 
like security criteria prior to access and their continued security well-being 
should be menitored thereafter on a genprally uniform basis. 


A standardized security prograra for all intelligence personnel could 
best be achieved by each agency developing centralised security contro) fromm 
an organisational standpoint tegether with uniform criteria and standardized 
techniques for the application af the criteria. Such standardized security 
programs weuld greatly facilitate the euchange of persenne! between depart - 
mente end agencies and would enhance qreater participation in joint projects 
without security variations. 


A standardised security prograsa for intelligence personnel weld 
lead to a more uniform approach te the resehition of questions involving an 
individual's suitability and would certainly fester the protection of netional 
security interests. 


The Security Committee of the USIE could assist in the development 
of uniform personne! security standards anc the preparation of guidelines 
for the monitoring ef personal conduct. 


‘That, a3 a meane of achieving 
mbes tece objectives, actions be taken 
within the sensitive agencies, as required, to ussure 
the cendyct of peviodi::, comeprehencive, inspections con- 
cerning the adequacy of compllasce with approved policl:s 
relating to personnel security investigations asd clear- 
ances, security suspension of errployees, physical secur - 
ity, document central, and the like. 
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Concur. An inherent part of an effective security program is a 
system of periodic inspections to ensure the adequacy af all aspects of 
security. Such inspections are best conducted by an independent authority 
such as the inspector-general facility. In addition, security officers 
themselves should continuously study and seek improvement ia the prezrams 
they implement and administer, 


Since the USIB Folicy Statement on Counterintelligence and Security 
Responsibilities (USIB-D-1.5/24 Approved 18 July 1962} calle for semi-annual 
reports on security and counterinteliigence developments in the agencies, 
inspection-inspired changes could be included in these aame reports. The 
Guide on Security and Counterintelligence Practices and Procedures te the 
Policy Statement sets forth the essentials of a basic security program, and 
utilization of this Guide as an aid to security surveys would be beneficial. 
The Security Committee, USIB, will, if called upon, assist in the develop- 
ment of additional formats. 


Recommendation No. &: That arrangements be made withi: 
each senaltive agency. as required, to assure that security 
counterintelligence-oriented personnel participate in the 
timely review at the Headquarters level of all questionable 
personnel security cases which develop within that agency. 


Ceacur. Zach agency or department should have 2 system provisiing 
for security-counterintelligence reviews af questionable personnel security 
cases. Such security cases should be reviewed and closely monitored sy 
security personnel with the highest degree of understanding and sophistication 
in opposition penetration techniques. All investigative 2zssete and capa silities 
should be utilised to the fullest extent in such cages. 


Recommendation Ne, 7: That, in the continuing effort 
to instill an enhanced sense af security responsibility on 
the part of all personnel in the sensitive agencies, the 
Dunlap case be used in the security indoctrination pro- 
cesses of those agencies as a striking example of 2 
most serious espionage penetration and of the failure 

to inculcate the degree of security consciousness which 
should obtain among the personne) of all sensitive 
agencies. 
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py The Dunlap, Scarbeck ond similar cases, properly pe cvenged, 
can be used effectively by security educetion officers throughout the intelli- 
gence community to enlighten personae! on the subversive efforts of <he op- 
position. Actual cases serve to Dlustrate clearly and dres.atically tre te¢h- 
niques and approaches utilised. Thers sre definite advantages to the prepara- 
tion of standardised write-wps for the use of werlons agencies and thise could 
be prepared by the Security Conmttes of USIE. 


Pers No, 10: That investigative and 
aty-r: W personae] associated with sausitive 
activities be provided with more sephisticated and 
profeseional information ead guidance cencerning 
the nature and potential security inydications of 
abnormal sexual activities, such an hamesexuality 
and perversion, which they encounter in the course 
of their inquiries and interviews. 


. decurity review pezsomual must operate on the highesl level 
of 60 in such matters as the adjudication af security cases in- 
volving abnormal sexual problems. Sach professionalism: can be enkanced b+ 
the exchange of approved definitions and criteria. There in information aad 
material within the community which is suitable for dietribution. Tachanges 
can probably best be accomplished threugh controlied security chaneci« euch 
as the Security Cornmittes of USIR anc! seach exchanges ahould be mace. 


Recommendation No. 12: (hat, apart from any 

taken on preceding recommendation 
eoancerning the estabiishmant of a ceusterintelli - 
gence mechanism, tmsediate action be taken to 
assure that any agency having acticn responsibliity 
in a personnel-security type case is promptly 
furnished all pertinent inferristios possessed by 
other departments and ageacies, 


Tikes The rapid exchange of security Lifermation an critica. cases 
is of the highest order of importance. Iffective action depends upon collation 
aad evaluation of all pertinent information and these activities sheald be 
eonducted as expeditiously as posnible. The agency having action re:ponstbélis : 
should promptly make known its need fey iafarmatias to all agencies hich 
could be of help, All agencies so notified shoulc anaure that the responsible 
agency is furnished pertinent information on as oxpedite basis and should 
offer all possible assistance. 
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Secommenseeet Ne That the Hations] Security 
gency, other sensitive ageacies as appropriate, 
take steps to aseure that the “need-in-keew" principle 


ie appiied rigorously le the yranting of acces to 
sensitive information. 


. Access to aqusitive information is, for the mest pert, highly 
cont and maintained through established systems of compartmeatation: 
for example, the systems established for T-KH aad communications intel- 
ligeace. The number of clemrances for acceas to such tefermation &: intends: 
to be carefully controlled and the granting of a clearance should only follow 
a clearly justified "' -tosknow. This general philosophy is folleved with- 
in each of the agencies and éepartinents within the intelligence coma-anity. 


The degree of sceeas of en individeal oace cleared is « probletn for 
each component and office within (he comroinalty to consider and restive. 
The strict enforcament of the ‘nend-to-bmow'' priuciple within this framework 
is difficult te assure absolutely. However, each of the components nd office: 
is aware of the requirements of the ''ne0ed+to~know' principle and it showld 
not be necessary for the principle to be reaffirmed anew periodieally since i: 
is already the most basic tenet of security withia the intelligence cetamunity. 


The complex nature of systems of compartinentation governing accoss 
to sensitive isformation does not lend easy sabrions to prebiems which pre 
inherent in the management aed operation af the systems, The mantgement 
of the T-KH system is currently unde stady by CIA and the bread problem 
of sanitiaation and downgrading af seasitive intelligence is currently ender 
atudy by the Security and GOMCR Conmmelttees. ‘Lhe results of such studies 
will be avadinble to all agencies of the community. 


The Security Committe of L1E can serve to disserninate any data, 
information and results of atudies os «wal ac contizuing te serve as @ forum 
in the discussion of such probleme. 


Noe, A: That the \jhite House be 

eotly of develoging situations indicating 
the inaliheod af ae exietente of a serious penetration 
of any sensitive activity of oar Goweraccent. 


Sooree The USER Gepertment or agency saving primary responsibBity 
in a case involving possible pesetratica should eetify the Special Agaistant 
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to the President fox National Security Adairs and the USIB. Notifiertion 
should ba made in those cases which have daveloped to the point where a 
serious penetration of a U. 5. intelligence activity is indicated. 


3. This Office is prepared to provide you with any ackiitional ¢.e sistance 
you may seek in the packaging of the final raaponse to Mr. Bundy dw: by 


10 March. 
oORSNED 
BR. L. Bannerman 
vector of Security 
Distribution: 


Chrig. & 2 - Adee. 
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Cl uWCASsiFiED =) MTEL (C1) COWFIDENTIAL Cd SECRET 


WANT: (Opies) Office of Security Reactions to Recommendations #4, #6, #8. #9, “#0, 
#12, #13 and #21 of FIAB Report Inspired by the Dunlap Case. 


Director of Security 
4-E-60 5 MAR 1964 


(Mumber eech comment te show fem whem 


After the Office of Security 
received the Top Secret document 
from McGeorge Bundy on the 

25X1 Subject, "Measures for Strength- 
: ening the Counterintelligence 
Posture of the United States" 
(which was sent to your office 
earlier under separate cover for 
security control reasons), a meet 
ing was held with representatives 
of the DDP and John Bross' 
office. At that time it was 
decided that the Office of Security 
should respond directly to 8 of the 
recommendations and that this 
office should have coordinating 
concerns with certain of the other 
as explained in the attached. 
Responsibility for pulling together 
4 the total package for the DCI's 
signature rests with ————— 
per agreement reached at t 
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